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proof of location system architecture was proposed and based on the proposed system architecture, a kind of proof of
location protocol with zero-knowledge proof was proposed further. With the proposed architecture and the protocol,
the proposed proof of location system allows users to freely select disclosed certificate parameters and positional
accuracy according to their needs so that hierarchical location privacy protection was achieved.

Key words: blockchain, zero-knowledge proof, privacy protection, proof of location system

WisHH: 2020-01-03; 2E HH: 2020-03-17

BIEEH: XJLJL, erwuliu@tongji.edu.cn

BEEWB: Ll Rl A R R L TEE 7 I H (No.JMRH-2018-1075) ; [F 5 [ ARRFE R4 BT H (No.61571330) ;
FHET R RORZR SR RIS BB H (No.19511102002)

Foundation Items: Shanghai Integrated Military and Civilian Development Fund (No.JMRH-2018-1075), The National Natural
Science Foundation of China (No.61571330), Science and Technology Commission of Shanghai Municipality Research Project
(No.19511102002)

WA 24, XU, ¥ EE, % B TRUSENZARG EIEV RERITI]. M 5E 2%, 2020, 6(2):
67-76.

WU W, LIU E W, YANG C X, et al. Design of blockchain based zero-knowledge proof of location system[J]. Chinese Journal of
Network and Information Security, 2020, 6(2): 67-76.



.+ 68 W 44 5 B e A28 3R

6

t

1 351§

Biti 5 % R £ it v 2% A1 i R B SE AL BRI R
&, BOREZ A7 B RS (LBS, location-based
service) UMEAATZERE AR Billn, FETFAL
BIE RS RIIRSS, H P s Bk 45 8 Hh i 25 315k
AN 22 s 2 A0 B A R IR %S,
w7 A B RS kR (LBSP, location-based
service provider) FEMLAE(FE, LBSP AR %
SR, I PSRNG4
LML H PR E RETAL PR, R RE R
TSN, A HT T AR R 2R 2 2, PR RIE S
R PR ST K. TP il
LBSP 4E47 1155 %25, LBSP SRk kA7 & IRk 55
() P S I AH G I A B UE W] (PL, proof  of
location), iFBHHAZEUEF (LC, location cer-
tificate) MIAEME. (HAE, FH IR 0 B
ER B FAME B 2B PL B854 LBSP, KL, 715
WA P LC T BGIE ) [R] I ORA A B B RA & 06 221

W ANV 22 27 35 0 A B IR B AR S 2k AT B
5T, I T HEER A A EUFHRGE KR
Bl AR PSS REE MRS, A
LA EUE RS, HP LC fAfEfEs— 1
YoMk 252 B S5 A A b, TAE o A 27 B UE P &R
girh, HILC 1ifE A4 b Tyagi 20
T RBAEAF MBI, 2RIk, el
R EIE RS, YRR Javali 250
HTEEREFE (CSI, channel state informa-
tion) LA IETT fuzzy vault, $EH—FE &R
PRSI RN A BEUF RS, ZRSE
SOV CARBERIE R LC 1A%k Li 25P1E
T Wi-Fi U5 B2 A 5 (AP, access point), i
H B TR A B UE I RS, X RAN
VFRE AR AN 038 P RS B A B R D0 T ik
LC AR, LR B IR R G 0, 17
TELAN LR kI 26—, oA BRI RS W
SRR Ze T ik 25 28 H T IR S5 K& H -,
T A EANI T, — P RS, AR
Gok oW 5, P RIRSS IR O A AR A
MEBEEERESBGARS; =, HF LC 5%
A IR S5 AR B, FH P O 20 A P IR,

FH P BORL 2 A e N7 A v R IR 45 8 R S (0 Rty o
N T fRPOX L ) L, — R A AL E I RS
W, 0 Zhu 259 H ¥ APPLAUS. Wang %517
P2 STAMP UL &% Nosouhi 25 P14 Hy ()
SPARSE. %34k, Amoretti £8P H1 T 5 T [X Pk
PR EUE I RS, XL Rg, M DU
{7 23 SRR e A5 o H K LC,

RUE IR e g 7 i R T L 3CR G
HANTEE Wi-Fiv AP S5l Bel, (A'e A 187E7E
UE AT S AR ] 4 38 1 R G I A A A ) R
BRATAEAR 4 1T AR B 44 38 8 0 L P B R S B8 )
o Rk, ACEEXPEERA, Rk
PR EUE I RGN, 128K 3 PT AA
F P R LBSP 45 sl LUSE B2 K7 5 (CIN,
certificate issuing node), F 1528 &5 finl LLig
Wi-Fi. AP. TR, FElE e, IERE
RAT AR PR A B AT b g, FLH 2
SEIUASFIRE E A EUE B . AR5, TR RGEEN
MR b, R — PR BB . 5
PEUFA RS ARV P B FEFEE N LC 34,
PRAAT RRE L RO BUE R, SEEUH P T F i 40 2%
AR, ENAFPIN . A, ARSCE
ST RE RSB R Id, X RGN A VEIAT LS 4
M, ARG IR R S S0 &a, WA
(i) 7 BRGNP R b AT s BT
AT E RSN S RAE MR R: MEIFHR
GEARAT IR F2E B TR 5 S 1 T i 48K

2 RGN

XA S Z PRI RS, B HR N
SEUWURL, Bk AR e a2,
A by DB FH 2R 5 v ARAIE LA AT IR 1
ANnT B O S5 0 (BLA SR A, & —
RYNXHRAIEL,  Ja— AN X B i 5 iy — AN Xk
(N2 OB S RT— AN X PUHIE, X Pas
IR BENLEL. o BdEsE. ARG, It
B, WTTAEEEY] (PoW) FIBLZSIEH] (PoS),
) 265 T TR BT A7 0 45 p 0 DX BB 5 AR (ALK
AACIKABO AL SRAFICIRA X 4515 kil
SR TR PSR B EE T, B sk 0 BE ok
Bl XL FERFRRAEIZN, SIc KA 4



2 PSR

FET DB IR ZR AR B R ] RS - 69 -

(RIN ST B FRA “BT 7 W AFRER UL, mE
PAFIEBTETE LK) B 17 KR M %
Jil, IEXRPHLEIRR A BEIALE . ET, B 4 b
KRB DM %% A HE. FAARE. DR EER
REHE. AN AN XM LR A5, RS
i IO 285 P AN [o] PR A5 R AN [F) R A A
[] AR

H P A BB i 2: 7 H - 3ok . Br
2, Bub# i B s, RS
IR R UG R, A NI Dl
U ARSI B AR IR LR B 2 #R A H] T R
HIBER)TE . WA . BRI RS B I
X EF, R RS R ek, A
Pz NGt LG h EAE W RS8Rk,
HP ) LC AN 0], st /e kg5 ds
by B AR o A R P L, O T A X e
BB, ASSCHE I T P A B R W] R G
#y, Jf 45 & F &R AL B UE W (ZK-PL,
zero-knowledge proof of location) piX, f#H F
SEAREARE H 1 LC,

ZK-PL RS 4M t 3 NN, 70l o
JEIRAS, LBSP AL, Wil 1 frose Ak

FRREE
4_ _____________

450000

1 RBRUES

HEF 2%
‘\
\‘\ >
w@:)/%
%

A2 CIN 21 e X B (9 2%, A4S CIN D —A> i,
P B AT B AH AR CIN 2 le— ANk, P BE
P EAH AT HRAL L — AN X, AN HB BT B AH AT 1)
DAL RNk, P S R AT B A AR 1 Sk 4 ke —
s VMK, A SRR A 55 10 M3 e ] 2 4a 4L
oy 3G, AT N 5. MRS CIN
WAT bWl gm s, Kb CIN 45 3y [ 4
0000~1111, FH:HPZ= Fff CIN 2 0000 5, 45 A
H11 5 Gl 04 1. L0 F 1 gy,
AFLIRA R FEIRREAT: 56—, MHP %K LC:
B, WK LCIREG =, MM AR PL
BT B A 2 %0 (CRS, common reference
string); FEPY, RAFMRS k. H P EZEIRAEA
B, DRSS N X HBE M 45, [ i
CIN k%% LC; %, FIH LC ik PL, LL
TR 77 2 M) LBSP i SR AH A B iRk %% . LBSP
P EEIREEf . S, I0UF PL, A PR E
Medss 55—, DUZfREAE 7 sk CIN fR17E R4
WK e % ARG SEILH A B A 5 A B R s
502, S FERBE IR, e T R4S we el At
BT EERUERH P RAEE. ALKAENR
G ZARAS, AEANZRER P BRAL G DL T A4 T

7 iERML, EHA
22 JEHIEBIRE, FERIEA %

X
B
» (CIN)
. o LBSP
G111 gy ii
-
PO NI
ol ’
e SN LT g
- 1}&'
el ‘\%',V)%s .
SN\

3. A pRZK-PL
BT F AR BRI RS

Figure 1  Zero-knowledge location proof system architecture diagram
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Figure 2 Zero-knowledge location proof protocol flowchart
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Figure 4 Diagram of system efficiency and position accuracy
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